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Ethernet Is a Network

e History
e Developed by Xerox PARC (1973 - 1975)
e First standard to be published in 1980 (IEEE 802.3)

e Sharing Information |! gl

e Network \
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Ethernet Modbus TCP/IP

e Modbus Frames over Ethernet
e Modbus Serial

™ e

e Ethernet Modbus TCP/IP

I"_"J\Q e
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Layers Used Ethernet Modbus TCP/IP

e Osi Model:
APPLICATION Modbus Protocol
TRANSPORT Ensure the transfer of the data on the network (TCP/UDP)
NETWORK Message Routing — IP Protocol
DATALINK CSMA-CD (random access with collisions)
PHYSICAL Defines physical media: RJ45, Fiber Optic, Radio, ...
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Industrial Ethernet

e Used Iin Different Levels

- Plant Levsl

Scada/HMI monitor and n
control multiple PLCs. CHHUFJ'B” AT
hachine Level W _
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TCP (Transport Control Protocol)

e Port and socket concept
e Server devices may be running multiple services (Modbus, Web, Bootp,etc )

e These services listen on different TCP port for a request

e Client device sends an IP message which includes the source port number
and destination port number to establish a connection between two devices
(Socket connection).

Ports

HTTP

Modbus TCP

Client
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172.16.4.2

Ports number
23 Telnet
50 SMTP
67 DHCP
80 HTTP
502 Modbus



TCP (Cont.)

e Socket management multiple connections
e A Client can have multiple connections to the same Server service
e A Server can have multiple Clients connected to the same service

Client x

Client has a 2

. Socket Source port
connections to T

Ll 1 3000
the same server. F§ E 2 3001
172.16.4.1
Clienty
Crscou | o Socket  Source port
e o 1 3003
172.16.4.2
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TCP Connections

e Point to point messaging protocol
e Uses a handshake process to establish a connection
e Accounts for each byte of sent and received to guarantee delivery

e Connection is managed by setting bits in the TCP message to request
(SYN), acknowledge (ACK), terminate or abort the connection (FIN)

Re

Client —

Acknowle

. dge .
OK Sending data ACKk / PUSH
Acknowledged all data received ACK S
*-————"D”/_

5 .
Ne sending datg Close Connection FIN

nection FIN /A

Acknowledged closing con

’ CKnowledged Connection closing ACK
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IP (Internet Protocol)

e |P: Messaging Protocol Operating at OSI Layer 3 (Network layer)

e |P Characteristics

e Responsible to transmit the message to the destination IP address to the
local network or to the remote network.

e Fragment a packet that is larger than the maximum transmission size unit
(MTU) to send as multiple packets and de-fragment the packet at the
destination level.

e |t makes no guarantee that the message will reach its destination. The
reliability is done by the Transport layer
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IP Address Assignment

e Default IP Address
e Derived from the factory and unique MAC address

y 7 Premium & M340 PLCs Quantum/Momentum/Advantys
bl  \ico | 00-80 - F4 - 12 - OC - AF MAC@ | 00-00 - 54 - 12 - OC - AF
P @ =85 .16 .12 . 175 P @ =84 .18 . 12 . 175
MAC @: 00.80F401.06.0 | - First 2 bytes are decimal 85 & 16 - Hex to Decimal conversion of last 4 bytes

- Hex to Decimal conversion of last 2 bytes

e Unique IP Addresses for Each Device

e In addition to MAC Hardware addresses, each devices is assigned a logical
IP address.

e Assignment can be static or dynamic

The IP address contain 4 bytes and
each byte has arange from 0 to 255.

Example : 139.160 .12 .85
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Classful IP Address

e There are 4 main address classes
e Class A - Used for larger networks
e|P Address Range : 1.0.0.0 to 127.255.255.254
eDefault subnet mask : 255.0.0.0 - 16 777 216 hosts number

e Class B - Used for Medium networks (ex. Schneider Electric)
e|P Address range : 128.0.0.0 to 191.255.255.254
eDefault subnet mask : 255.255.0.0 — 65 534 hosts number

e Class C - Used for smaller network and individual users
e|P Address range : 192.0.0.0 to 223.255.255.254
eDefault subnet mask : 255.255.255.0 - 254 hosts number

e Class D - Used for Multicast groups
o|P Address range : 224.0.0.0 to 239.255.255.255
eDevices cannot be assigned IP addresses in the multicast range

e The Class E is reserved for the future : 240.0.0.0 to 255.255.255.255
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Special IP Addresses

e Loopback
e |P address =127.0.0.1
e Reserved for loopback (host connecting to itself)
eEX. A web browser connecting to a web server running on the same PC

e Broadcast
e |P address = 255.255.255.255

e Used by the network management or diagnostics is addressed to all devices
on the network.
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Subnet Mask

e Used to determine if the remote device is on a local or remote network

e The mask separates the network portion of the IP address from the host
portion of the IP address

e The sending device uses its configured subnet mask to perform a Boolean
AND operation with both its local IP address and the IP address of the
remote device to connect to

IP Address 172.16.5.20 10101100.00010000.00000101.00010100
Local device ot Mask  255.255.255.0 AND 11111111.11111111.11111111.00000000
Result 10101100.00010000.00000101.00000000
IP Address 172.16.4.20 10101100.00010000.00000100.00010100
Remote device
Subnet Mask 255.255.255.0 AND 11111111.12211111.11111111.00000000

Result 10101100.00010000.00000100.00000000
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Troubleshoot TCP/IP

Internet Protocol (TCP/IP) Properties

General
Y'ou can get |P settings aszigned autormatically if vour netwark, suppaorts
1 thiz capability. Othersize, you need to azk pour netwark, administrator for
® In WIndOWS the appropriate |P zettings.
™ Obtain an IP address automnatically
. . . % Uge the following IP address:
o . -
Monitoring Free Tool: WireShark P ot SERCIRT
Subnet mazk: I 285 28R 0 2R4 D
Q Modicon_12:04:5a Broadcast ARF Gratuitous ARP for B84.18.4.90 (Request) 9E4
aD.D.D.D 255.255.2585.255 DHCP DHCP Discowver - Trahnsaction ID Ox93a836&6h0
a Telemeca_07:32:e5 Broadcast ARP whio has 1%2.165.0.247 Tell 1%2.168.0. 246
QMDdicur‘l_lz:Dd:Sa Eroadcast ARP who has 1%2.165.0.247 Tell 0.0.0.0
I BR o 255.255.255.255 DHCP DHCP Regquest - Transaction ID Ox93a836&b
omndicun_lz:m:ﬁa Broadcast ARP who has 15%2.168.0.247 Tell 0.0.0.0 —
a Modicon_12:04:5a Broadcast ARP Sratuitous ARP for 84.18.4.90 (Reguest]
Alternate DMNS server: I
Advanced...

] I Cancel

'jﬁ—) http://www.wireshark.org/
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Troubleshoot TCP/IP

e Ping Command

s
e Used to check a connection - PINGH!
Response
-
———

e Launched from the DOS window (under XP)

Microszoft Windows HFP [Uersion 5.1.26801
G Copyright 1785-2001 Microsoft Corp.

C:~Documents and Settings“sesa445@5>ping 10.184_368.52
Pinging 18.184_30.52 with 32 bhytes of data:

18.184.30.52: hytes=32 time<ims TTL=128
18.184.30.52: hytez=32 time<imsz TTL=128
18.184.30.52: hytes=32 time<ims TTL=128
Reply from 18.184.38.52: hytes=32 time<ims TTL=128

Ping statistics for 18.184_30.52:
Packets: Sent = 4, Beceived = 4, Lost = B {(Bx loss),

Industrial Communication Course with Unity Pro — Ethernet-wroomos—rcrrm
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Exercises

e [P Address (p4-19)
— Find your IP address (record it for future use)

— Change the IP address into 192.168.0.X1 or
192.168.0.1X1 (X=Group Number)

e Troubleshoot TCP/IP (p4-23)
— Use PING command to ping your partner

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Dynamic Assignment

e [P Assignment Given By Servers

Switch

i
=0
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BootP Server

e Server Has a Populated List of Devices

e Devices identified with their MAC address

Device #1

My MAC address is 00.80.F4.FF.00.D5,
Can | getan IP Address?

>

<

Sure! You are listed in my address table.
Take this address: 192.168.0.23

My MAC address is 45.80.F4.FF.33.12,
Can | getan IP Address?

<

>

Sorry, you are not listed into my address
table. Use your default IP address

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Master (Server)

00.80.F4.FF.00.D5 | 192.168.0.23
00.80.F4.FF.44.21 | 192.168.0.81
00.80.F4.FF.F2.15 | 192.168.0.40
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BootP Server (Cont.)

e Example in Unity Pro

IP Corfiguration I ez aging I I Scanning I Global Data I Shhip  Address Server INTF' I Bandwicth I

— Client { Server address table
F
Access MAC address MName IP address MNetmask Gateway

T Y e sSR0SI W2wes0Es L 205.255.200.0 0000
N N L Lo N S 92168051 2992952580 10000 .
I | (D0BOFAFTFZIS ... S 192168040 .. 256.205.205.0 10000 ..
4 I:';' : : : :

- s

e Limitation: Device Cannot Be Changed without Reconfiguration

e As each device has a uniqgue MAC address, replacing a failed device needs
a reconfiguration of the BootP Address Server table.
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DHCP Server

e Same As BootP but Based on Role Name

e User configurable names used instead of MAC Addresses

DeV|ce #1

My name is STBNIP2212_ 023,

_ Master (Server)
Can | getan IP Address?

< > STBNIP2212_023 | 192.168.0.23
Sure! You are listed in my address table TesysT_046 192.168.0.87
Take this address: 192.168.0.23 =

ATV71_555 192.168.0.21

My name is TesysT_072,

DeV|Ce #2 Can | get an IP Address?

T < >

- czeg

Sorry, you are not listed into my address
table. Use your default IP address

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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DHCP: How To Create Role Names

e Depends on The Device
e Using embedded HMI (ex: ATV71)
e Using web based applications (ex: Advantys STB)
e Using dedicated applications (ex: Unity Pro)

e Using hardware switches (ex: Tesys T, Advantys STB) OLERAVE
15 0 1
4

e Hardware Switches Example:
e Base name + Custom number derived from Switches

STBNIP2212_ 123
\ A

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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DHCP Server

e Example with Unity Pro

IP Corfiguration I hleszaing I I Sicanning I Elobal Data I ShihiP  Address Server INTF‘ I Eancuvicth I

— Client { Server address table

alle,
Access MALC address Name IF address Netmask Gateway j
LI S STBMIPEZIZ 1e e 2952552550 0000
N N S TesysT 046 19288081 2862562560 0000
3 w i TCESGPAZIF4FO0Z  (192.168.0.40 : 266.266.266.0 (0000

e Advantage: Easiness of Replacement

e Compared to the BootP method, replacing a faulty device with DHCP
doesn’t need to reconfigure the PLC application.

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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FDR Server

e Additional Feature of DHCP Server.
e Send the stored configuration inside a replaced device

Device #1

My name is TesysT_072,
Save my settings now!

Master (Server)

TesysT_072 192.168.0.87

Saved Config. of TesysT_072

My name is TesysT_072,
Can | get an IP Address?

>

Sure! You are listed in my table.
Taﬁa this address: 192.168.0.87

Moreover, | found a configuration
corresponding to your role name.
Here is your new configuration.

<

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Master (Server)

TesysT 072

192.168.0.87

Saved Config. of TesysT_072
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Q Modicon_12:04:5a EBroadcast ARP Gratuitous ARP for 84.18.4.90 (Request)
GD.D.D.D 255.255.255.255 DHCP  DHCP Discover - Transaction ID Ox93aB26&b
o Telemeca 07:32:e5% Broadcast ARP wWho has 192.168.0.247 Tell 192.168.0. 256
Modicon_12:04:5a Broadcast ARP who has 192.1658.0.247 Tell 0.0.0.0
SR eR 255.255.255.255 DHCP  DHCP Reguest - Transaction ID Ox93a8366b
Modicon_12:04:5a EBroadcast ARP who has 1%2.1658.0.247 Tell 0.0.0.0
o Modicon_12:04:5a EBroadcast ARP Gratuitous ARP for 84.18.4.90 (Reguest]

e Address Resolution Protocol
e Request to obtain IP address
e Duplicate Address Check
eDevice issues ARP for the IP address it intends to take
e|f no response, the device assumes the IP address

elf there is a response, the device should not assume the IP (duplicate
address)

e Once the IP has been determined to be available

e Device issues a Gratuitous ARP (Includes Source IP and MAC address
information)

eUsed to populate device list in the other devices and routers
e Advertises to others its availability on the network
e Allows devices wishing to communicate with it that it is available

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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UDP (User Datagram Protocol)

e Transport protocol like TCP but without Acknowledgement
e Provides an unreliable mechanism to transport data
e Messages can be lost (not acknowledgment of the packet)
e Retries and data integrity can be provided by the application layer

e Requires less processing overhead that TCP
e Without ordering messages and managing connections. it is faster than TCP
e The network interface does not have as much work to do as with TCP

e Allows the Broadcast message, unlike TCP that requires a dedicated socket
between the end device. Applications example using UDP :

e Simple Network Management Protocol (SNMP)
e Network Time Protocol (NTP)

e BootP and DHCP

e Global Data (Real Time Publish Subscribe)

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Design: Media

e Media
e Copper media
e Twisted pairs wires
e Easy to install : low cost installation

e Fiber optic
e Adapt different types of media §

e Using over long distances or harsh industrial environment ‘

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Design: Copper Media

e Rated by category
e Categories established by ANSI/EIA/TIA Committee

e Industrial applications recommend Shielded media for additional protection
from external sources of interference

e Uses Standard 8 pin RJ-45 Connector
e Cat 5 : Minimum required for 100Mbs Ethernet (unshielded cable)
e Cat 5e : Enhanced for 100Mbs Full Duplex operation (shielded cable)
e Cat 6 : New standard for 1 Gbs operation

The maximum length of one segment
is 100 meters at 10, 100, 1000 Mbit/s.

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
Schneider Electric | Industry Business | Training | E. Pauchet — V5.0 — May 2010



Network Design: Fiber Optic

e Glass or plastic fiber designed to guide light along its length by total internal
reflection.

e Permits digital data transmission over longer distances and at higher data
rates than other forms of wired and wireless communications (up to 20km)

ST connector SC connector

Keyed square connector

Bayonet style connector
May be coupled together

LC connector
™ MTRJ connector

Newer keyed Fiber connector
Smaller form factor : higher dend Small form factor, keyed connector

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Design: WIfi

e Wireless Communication
e Available soon in Schneider Electric (already available with partners)
e Main issues are security and EMC behavior

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Design: Components

S— e Hubs or switches
# = e Hubs are not recommended for industrial application

.a: !
=

Connexium Switch

e Transceivers
e Adapt different types of media

1. eEX. 499NTR10100 : converter electrical signal to optic
499NTR10100 signal

e Routers
e Used to route information between networks

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Design: Hubs

e Half Duplex (Collisions)
e Each and every ‘frame’ is repeated out all ports by hub
e All ‘nodes’ listen to see if they are the receiver of the frame
e As more nodes are added and collisions increase, performance decreases
e |f two devices transmit simultaneously, a collision occurs

Transmitter 1 Receiver Transmitter 2

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Design: Hubs

e Full Duplex (Collisions)
e Switch learn the addresses of the devices attached to them
e Switch full duplex can simultaneously transmit and receive a message

Switch i
full i The Switches are extremely recommended
duplex = for the Industrial application.
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Network Design: Routers

e Routing data between different sub networks
e Act as a Gateway (IP address to be defined)

e A router has an interface for each different networks. A table of those
interfaces tells the router on which interface to send the packet

Router

—— G|

172.16.4.254 172.16.5.254

7/

Each router interface is the default Remote Subnet

Local Subnet

gateway for that subnet

Nota : If there is not a router on the local network, the default gateway can be left blank or 0.0.0.0
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Network Design: Topologies

Bus topology Tree/ Star topology

Daisy Chain topology
—

e

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Design: Point to Point Cables

e Straight Cable
e Connect end devices to hubs or switches

Switch or Hub

e Crossed Cables
e Connect hubs or switches together

Switch or Hub
Switch or Hub

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Programming with Unity Pro

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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2 Ways of Configuration

e Standard Ethernet Ports
e CPU Embedded Ports (BMXp342030, TSXP572634...)
e Ethernet Modules (BMXNOEO0100, TSXETY5103...)

— Configuration done from project browser

g Structural view Bus: | 0 [BMx P34 2020 0210 |
a‘, Project =

----------- @, Ennf“guratlun

_ — ] ] L] _ _ [T
........... “ e~ PS o , ﬂNOE .NOE .NOc -
------------- [3, Derwe Data Types 2 202 F 0110.2 0100.2| 0401
------------- [3, Derived FB Types i i I

El---{3), Yariables & FB instances I . .
------------- &, Elementary Yariables
------------- ﬂv Derived Variables

------------- .v 10 Derived Yariables
------------- % . Flementary FR Tnetanre

e DTM Compatible Ports
e Converged Modules (BMXNOCO0401, TSXETC101, ...)

— Configuration done from the DTM browser

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Standard Configuration

e From Project Browser, Select the Network Component

e Right click and create a new network
Add Network

Metwark | Enmmentl

Lizt af avalable Metwarks:

I Ethermet j

Change MName: L9 Bk 0.2 : BMX NOE 0110.2
IMyEthernetN etwork|

Ethernet 1 Port 104100 BJ45

T BMx NOE 01102

0110.2 | 010 s
‘. B Channel 0

k. I Cancel | Help |

Function:

e Once Created, Link it to the Module [ETH TCPIP =]
Task:
[MasT |
Met Link;
Mo Link |

Ma Link,

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Network Configuration

e Options Depends on the Model

— Model Family Fodule Address — Maodule Liilities
- Fack Paodule Channel Iﬂ I0 Seanning
MOE 01002, MOE 0110.2 I I
rMO - Global Data
— Module [P Addres= MO & Address Server
IF Addres= Subnetwork, Mask Gateway Address
MO - MNTF
e ol 2n I g (0 Elilgs HE} pen iR getdl I 1 e (P ]
— Maodel Family Module Addres= — Module Ltilities
Fack. Podule Channel

kO - SMTR

— Module [P Addres=
IP Addres=s Subnetwork. Mazsk Gateway Address
|u.u.u.u |255.u.u.u |u.u.u.u

e Module’s Utilities

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Module’s Utilities

e |P Configuration
e Messaging
e Access rights from other devices.
e SNMP (Simple Network Management Protocol)
e Used by software monitor and manage devices on an IP network. (ConnexView)
e SMTP (Simple Mail Transfer Protocol)
e Parameters for sending and receiving e-mail.
e |O Scanning
e Global Data
e Address Server
e configures the DHCP and BOOTP services included in the module.
e NTP (network time protocol)
e Define the time synchronisation server
e Common Words (Premium Only)
e used to configure words shared on EthWay
e Bandwith
e estimation of the Bandwith taken by the different services.

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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IP Configuration

IP Configuration Ihﬂessaging I I3 Scaning I Global Data I ShhdF

e Static (Configured)

— IP addre== configuration

e Dynamic (From a server)
e Assign a role name (optional) o

IP address | 192 . 168. 0 . 55

Subnetwork mask, | 2655 765, 265 E_

Gateway address | o.o0. 0.0

{ From aserder

Hevice Mame |

— Ethernet configuration

{% Ethernet |l " anza

e Configuration Must Match with Rotary Switches!
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Exercise

e Ethernet Configuration (p4-38)
— Create a new project
— Create a new network
— M340 IP address = 192.168.0.X5
— Test the connection
— Configure the role name of the slave

— Configure the DHCP: STB with IP address of
192.168.0.X2

— Test the configuration

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Explicit Exchange Data

e Function Blocks

e ADDM: Address Conversion : used to provide the target address for others
function blocks (M)

e ADDR: Address Conversion : used to provide the target address (P)
e CREAD_ REG: Continuous Register Reading (Q)

e CWRITE_REG: Continuous Register Writing (Q)

e DATA EXCH: Exchanging Data (M,P)

e MBP_MSTR: Multiple Functions — (Q)

e READ REG: Read Register (Q)

e READ_VAR: Reading variables (M, P)

e SEND_ EMAIL: Sending Email (M)

e SYMAX IP_ADDR: target address to reach legacy SquareD PLC (Q)
e TCP_IP_ADDR: used to provide the target address (Q)

e WRITE_REG: Write Register (Q)

e WRITE_VAR: Writing variables (M, P) (49 => Online Help !
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ADDM FB

ADDM
- IH UdT
o |N:
e String variable: ‘NameOfTheNetwork{TargetIPAddress}’
e Out

e Converted table of words, to be used in the others FB

EI ----------- ﬁ Communication ‘ , ADDM 1
E ........... a HEI:WDFI{S __" .
oM Ethermet 1 l«'Ethernet_“l{*IEIE.“IEE!.III.EE}'—|H ouTk
- AT- :

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
Schneider Electric | Industry Business | Training | E. Pauchet — V5.0 — May 2010 46



READ VAR FB i | g

Ohject Type —{ QBT
First Object — HITM
Object Famber — HE
Matazement Paramn — | EST

GEST — Mahazeterd Param

o |N:
e ADR: to be linked to the output of the ADDM block.
e OBJ: defining object to read (in the case of Modbus register: ‘9%oMW’)
e NUM: starting register to read
e NB: number of consecutive register to read
e OUT

e RECP: reception zone of the block, delivering the value read (table of
words)

e IN/OUT

e GEST: table of 4 words to manage the communication block (errors,
timeout, length, etc..)

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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WEITE_VWAFE

WRITE VAR FB et |05

First Object — | (172

Object Mimnher — | (R
Doata to “Write — EMIS
Matazemert Paran — GEST

o |N:
e ADR: to be linked to the output of the ADDM block.
e OBJ: defining object to read (in the case of Modbus register: ‘9%oMW’)
e NUM: starting register to read
e EMIS: source table to write from the PLC

e IN/OUT

e GEST: table of 4 words to manage the communication block (errors,
timeout, length, etc..)

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Exercise

e Sending Requests (p4-42)
— Enable “Allow Dynamic Arrays” in Project Settings
— Insert the ADDM FB
— Insert READ VAR and WRITE_VAR FB
— Test the configuration

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Implicit Exchange: 10 Scanning

e Table of Words Exchanged Automatically Between Master & Slave

Applcation remony

Master XM zones
Read Ref. write Ref.
’7 From |1|:||:| _,.: ko |1|:||:| ’7 From |4|:||:| _,.: [{a] |4|:||:|
Fead W' rite
field fizld : - :

Master / Client

Input
womrds

Crutput
wword=

&1

Slave / Server
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IO Scanning

e Filling the Different Fields

P Confguion | Mensagng 0 Scanaing | | v | ntaens sarcer |07 | Bt |
1 Mlam 2 porek g
L WPl = —
[l fom [ = & Foom i =~ wmfie Papatmneraigainp [3 =
W addiens | Device Mame et | S e Maseer | PP R | b, Mscrer | VPt teagan [ Deso
| wawsazm  PRMMw _|iW e =) 008 ™ EL wa B0 N =
3 He K204 e . - L. & WS N ‘ o luir R e &
(3] wewsam STEAP = T (& WA W ot gt [ weaE 0 W
[ = = =
LS = = =
[ B 9 10 11 12 13 14

—
Pt
-2
e
=
=T
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|O Scanning (Cont.)

e Debug View Online Mode (M340 and Premium Only)

— |0 Sz:anning

Mot configined #0000 OOOED N |

3 O scanned | OOOOoOOoOo0OOoOooOooooog i »
10 Scanning B |nscanned « O0000000000000000 sz
enabled B Faulty or absent e OOOOOOOO0O0O000000 4

¢ |ODDT Can Be Configured

Mame - WValue Tupe - Comment

-0 ethemet T_GEN_MOD
-4 MOD_ERROR 0 BOOL Module error
& EXCH_STS 0 INT Exchange status
- & STS_IN_PROGR a BOOL Status parameter read in progress
& EXCH_RPT a IMT Chaninel report
_; = & STS_ERR 1] BOOL Erar while reading module status
| Ll I!D DhIECtS & MOD_FLT 1} INT Module faults
& MOD_Fall 1] BOOL Internal fault: Module failure
- @ CH_FLT ] BOOL Faulty channel(s)
Address Hame Type - @ BLK [ BOOL Extemnal fault, Teminal block
- ¢ CONF_FLT a BOOL Hardware ar software configuration fault
1 %CHO.2MOD __ethemnet T_GEN_MOD é @ NO_MOD o BaOL Module sbisent of pawerec-domn
| _COM_ETH_BMX @ EXT_MOD_FLT i BOOL FIPIO extersion module faul
_I T T T N & MOD_Fall_EXT a BOOL Internal fault: Module failure [only FIPIO extension]
T @ CH_FLT_ExT 0 BOOL Faulty channel(s] [only FIFID estersion]
i & BLK_EXT ] BOOL Extemal fault: Terminal black [only FIPIO extension]
& CONF_FLT_EXT 1} BOOL Hardware ar software configuration fault [only FIPIO extension]
- NO_MOD_EXT 1} BOOL Module absent or powered-down [anly FIPIO extension]
-0 eth T_COM_ETH_B.
& CH_ERROR i BOOL Channel emar
& SERVICES_STS -20 INT Status of the different services
@ F502_STATUS_BIT |0 BOOL Porl 502 messaging service status [0=0K, 1=NOK]
- @ |05_STATUS BIT 0 BOOL 10 Scanner service status [0=0K, 1=NOK]
] T |1 G )
- IL_STATUS_BIT |1 BOOL Email service status . 1=NOK]
-4 FDRS STATIS RIT [0 [ran ['FMIR Senver serice stans Menk 1=N0K]
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IO Scanning Specific Integration Tool

e Only with Compatible Devices
e PRM/OTB/STB

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
Schneider Electric | Industry Business | Training | E. Pauchet — V5.0 — May 2010

ST alave | Health Repetitii RD |
IF address | o Unit Iy - - Timeout| ve rate| Master
L [ms]) [(ms) | Object
1 192.168.0.22 f 255 Index | 1500 E0 w200 L
Fid -
3 Property
4 — Device Type Devize Mame
5
s =1
T
]
3 OTE
OTh

10
L — Data Exchange Required
12
12 Input words ||:|
4
P Output words IU
16
17
18 Ik Launch Mo Tool Update Cloze
19
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Exercise

e |O Scanning Configuration (p4-48)
— Configure IO Scanning
— Testing IO Scanning
— Monitoring IO Scanning Status
— Retrieving Process Data Values

e Advantys STB Integration Tool (p4-52)
— Create the device
— Test the configuration

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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FDT / DTM Configuration

e Field Device Tool
e VVendor tools integrated inside one tool
e Tools are Device Type Managers (DTM)

e Benefit: Common Environment:
e User Management
e DTM Management
e Data Management
e Network Configuration
e Navigation

(Device Type Manager DTM) HARTVAR- %‘iﬂ‘iﬂ § Filcbus Founciton™
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Device Tool Managers

: : Modbus,
Communication Ethernet,

DTM etc..

e e g M M e e

Gateway DTM J Ti: ﬁ

Device
DTM
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DTM In Unity Pro

e DTM Browser

e Integrated DTM (implemented when module added from the PLC_Bus)
e Dedicated DTM (devices that can interact with Unity Pro application)
e Third Party DTM (Unity Pro used as any other FDT frame application)

[ TOOlS - DTM Browser ITProjectErnwser

Tools Buld PLC Debug ‘Window Help

Convert Partially ...

Alt+1

Hardware Catalog alk+2

Tvpes Library Browser Alt+3

Qperator Screen Library Alk+4

Search | Replace AlL+5

Diagnostic Yiewer Alk+6

FLC Screen Alt+7

‘ariable Window Alt+5
[Data Editor Ale+9

| v DTH Browser Alt-ShiFt+1

Types Library Manager, .

Customize

Options. ..

Project Setkings. ..

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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DTM Erowser El B

o P
B [T < 192.168,0.26 > M_NOCO401
< Modbus:192,1658.0.24 = Advantys_STENII
-« [ = Modbus: = STE_MIPZZ1Z2_DTM
£ - Stahl_D9441_12_00_10_CPM
T . < Slot 12:12 > D461 _12_08_11_AIMH_E_2

b {28 < Slob 03,3 = 09462_12_06_11_SAIMHGE 2w

1 I =l
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Hardware Catalog

-
- &l devices ﬂ
""" Devices E 1305 —

""" Yendors E 1905

..... Giroups E T

""" Pratocols E 1936

1336 =
L |

e DTM Database Ll
Esternal Lpdate Tu:u:ull Feload catalog | =

e Tools Menu — Hardware Catalog q | _»r'
A[ATHTM T CaMopen f PLG bus ) DTM catalog /

e Update Tool
e Used to add New devices inside the catalog
e DTM must be installed in Windows before

Duesy, lEmM: =1
GatennyDTH 151 CPM Device | Vertin [ Due | Vendse
8 Add or Remove Programs =1 GatenmOTM 151 10M ~ STANEET 10 20091005 Schowider Cischic
* 578 MIP2:Ix 10 20031005 Schrmeder Electic.
Gerwnt EDS Device DTM
- Genenc Modbus Devics DTH
Currently installed programs: [T show updates Sork by IName vI EIP Mt 1M
= Advartys OTE

[ ] 54 ¥IP Driver Size  768.00MB =

Ls{ StahlIS1DT™ ¥3.0.0.65 Size  41.51ME
Click here For support information. Used rarely é

i

TeSys Library Size 5. 3aME * 14
= e Clote

& Unity Loader Size 13.11ME

' - DTM Config saved into STU or STA (not XEF)
e - DTM must be installed on the computer (otherwise project cannot be saved)
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DTM Transfer

e \With Project Transfer
e Integrated DTM

e Direct Ethernet Communication
e Dedicated or Third Party DTM

PLC

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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Field Device

n

e T See e M Me e b
[ e :
'

ullalu

Switch
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DTM Transfer for Non Integrated DTM

e From DTM Browser, Select Connect then Store data to device

< - > 5Stahl_D9441_12_0(
free % < Slob 12112 > D946l _1:
------ 2% < Slot 033 > D9462_12_ add. ..

Open

Delete Del

Field bus discovery

Sork by address

Zonmeck

ware catalog Disconneck

~mternal Update T ool | Reloar Load data From device
Store data to device I\h
C e camopen b PLC bus A1 MG
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NOCO0401 Configuration

;- k_MOCO401
8 Communication

e Added in Unity Pro M_NOC0401
: S
BT BM<NOC 0401 || T Configuration Channel Properties
LB Chamnell fp—,—o e Siitch
— Project
----- TCRJIP
I— .
Metwork name : 1 MOC0401 §E_-r".'.'i|:E_-5 \
— Inputs [ meee———— 0 i B address Server
2 indes: II?UU e inde: g0 | i i SHMP
|— ----- access Cankral
Mlas size: 28 Mas size: IZS
..... QDS
— EIF connectivity netwat———————————————————— NG T RSTP )
EtherMet TP Local Slaves )
Update application | 2
B Local Slave 1
i Ikems
PLC_Bus Viewer - Local Slave 2
- -  Local Slave 3 )
Dewvice Lisk

e Integrated DTM Module

EI [003] Adwvantys_STEMIPZZ1

e Fequest 001: Ikems

[004] STEB_MIPZ21Z_DTM <l
Lagging

DTM Browser
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Add a Modbus Slave

e Generic Modbus Slave DTM
e Installed Modbus Slave DTM

e Example: Advantys STB DTM

Add E3
Device Type Wendar Yersion Date ;'

E e 32 [from EDS] Device Schheider Electis 1.1
M odbus Device Device Schreder Electnc | 1.00.0... [ 2010-07-01

_k STEB MIP2<1= Device Schreider Electnc . 2009-10-05

E STBMICZ212 [from EDS) Device Schreider Electnc 210

E TSHETCA00 [from EDS) Device Schneider Electnc 1.1

E TS=ETC101 [from EDS) Device Schreider Electnc 1.1

B FtheMetAIP Meszzaninn (i Nevire Rnckwell 5nfhware 11 ﬂ
AddDTM | Close |
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Configure the Slave

e Properties
e Customize IODDT Variable Names

e Address Setting
e Enter static or dynamic IP configuration

e Request Setting
e |O Scanning configuration inside the module

Bl ChanneliProperties Properties | Address Setting Request Setting |

H-  Services

B EtherhetiIP Local Slaves

Elj Dieice: Lisk Add Request | Remonwe |
[003] Advankys_STEMIPZZ1Z <MDEB: 192,168

[ [004] STE_MIPZZ1Z_DTM <MDE: 192, 168.0.2

[005] STEMIC2212_From_EDS <EIP: 192,168, Eu:unneu:tinnEit| UnitID| Health Tirme Out(ms) | Repetitive B ate(ms] | RD Address | RD Length | Lazt Walus | WH Address |_E|A

- [008] STE_MICZZ212 <EIP: 192.168.0.2= 1 255 1500

B f [007] ATY71_ModbusTCR <MDE: 192,165.0.7
: Request 001: Ikems

Logging
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Monitoring Connection

. . Moadification Earce
e Connection Bit T = i

. . . . . +- B manageFara ARRAY0.3]OF...
o Monltorlng if device is present # 0 Received Data ARRAYD..43] 0...

..... @ Zm22 0 EBOOL
= @ M_NOCO401_7_IN T_M_NOCO401...
= B HEALTH_BITS_IN ARRAYD.31]0...

----- & HEALTH_BITS_IM[O) 280111_0011 BYTE

- HEALTH_BITS_IN[1] 1] BYTE

e Control Bit
e Enable / Disable IO Process Data update

Modification

] T_M_NOCO407...
= @ M_NOCO4T_7_0UT T_M_NOLOAT...
= B CONTROL_BITS_OUT ARRAYD.31]0...

..... @ CONTROL_BITS_OUTO] | 0 BYTE

..... @ CONTROL_BITS_OUT] |0 BYTE

..... @ CONTROL_BITS_OUT[Z] |0 BYTE

..... @ CONTROL_BITS_OUT3] |0 BYTE

..... @ CONTROL_BITS_OUT4] | 0 BYTE

..... @ CONTROL_BITS_OUTEE] | 0 BYTE
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Exercises

e Change the Device Role Name (p4-64)
— Assign new name to distinguish from previous exercise

e Installing the DTM (p4-65)
— Installing DTM & Update the hardware catalog

e Configuring NOC0401 and Modbus TCP/IP (p4-67)
— Insert BMXNOCO0401 and configure it
— Add a Generic Modbus device and configure it
— Create custom variable names
— Test the application
— Do the same by configuring device from DTM

Industrial Communication Course with Unity Pro — Ethernet Modbus TCP/IP
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EtherNet Modbus TCP

e Main Features Reminder:
e up to 100m in 100BASE TX (RJ45 cables) at 100Mbit/s - up to 1Gbit/s
e Performances <10ms if 802.1Q is respected (with Connexium switches)
e Thousands of devices (depends on the IP config.) but IO Scanning Limitations
e Max 240 bytes per telegram
e No separate ground line
e Excellent error detection thanks to TCP
e Configuration by DTM
e Easy to debug (no need of additional hardware on the computer)
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